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XM Cyber Helps Italian

Public Sector Organization
Quantify Risk and
Strengthen Security Posture

The Challenge

Visibility Gaps and Remediation Priorities

Securing a large Italian Public Sector Organization is a challenging task.
“Our main challenges were visibility gaps in attack paths and difficulty
prioritizing weaknesses amid resource constraints,” said Matteo
Canato, Head of Security Operations.

These gaps made it hard to know where to focus resources and which
exposures mattered most. The team needed a way to continuously
assess risk and set clear priorities to shrink the attack surface.

The Solution

From Reactive to Proactive Security

“The light bulb moment came when we realized that we could shift our
approach from reactive to proactive security posture management,”
Canato explained.

XM Cyber complemented the organization’s existing vulnerability
scanners by exposing risks that others missed. “This is made possible by
identifying any vulnerabilities related to misconfiguration and how these,
chained together, can lead to a potential compromise,” he said.

Deployment was simple and delivered immediate results. “Our initial
deployment focused on on-premises assets, servers and workstations, and
was quite straightforward. The dedicated customer success manager
provided invaluable guidance, quickly helping us define scenarios based
on other customer experience. | was particularly surprised by the
immediate and ongoing identification of weaknesses and
misconfigurations that violate security and company best practices.”

Public Sector

Industry:
Public Sector

Number of Employees:

1000

Region:
Europe

As the IT consortium for a
network of national economic
and commercial bodies, the
organization operates and
manages the national digital
infrastructure connecting all
regional offices and their
branches.

“Our main challenges were
visibility gaps in attack
paths and difficulty
prioritizing weaknesses.”



XM Cyber

Benefits and Outcomes

Quantified Risk and Continuous Insight . .
“l was particularly surprised

XM Cyber gave the organization measurable advantages: })Y th? !mm.edlqte
identification of weaknesses
¢ Risk quantification — “The main advantage we are gaining is a clear and misconfigurations.”

and initial quantification of IT risk, its trends over time, and which
assets are critical to monitor.”

e Exposure clarity — Misconfigurations are revealed in ways that show
how they could be chained into compromise paths.

* Faster findings - “| was particularly surprised by the immediate and

ongoing identification of weaknesses and misconfigurations.” “The main advantage is a

clear and initial

e Collaboration support — “Breaking down silos between teams is
quantification of IT risk and

challenging, primarily due to human behavior and the need for
mutual trust. XM Cyber gives us a shared view to work from, which its trends over time.”

makes addressing these challenges easier.”

Recommendation and Future Outlook

Actionable Guidance for Security Leaders «XM Cyber is a hybrid cloud

security platform that helps
manage cyber risks by
continuously monitoring
our security posture

“For security leaders overwhelmed by exposure volume, XM Cyber can
be a very useful tool because it provides continuous actionable insights
that drive efficient and effective vulnerability remediation,” Canato
advised. He summed it up in one sentence: “XM Cyber is a hybrid
cloud security platform that helps manage cyber risks by continuously and exposures.”
monitoring our security posture and exposures.”
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Continuous Exposure Risk Quantification
Management Over Time
Misconfiguration Straightforward
Detection Deployment

XM Cyber is a leader in hybrid cloud exposure management that's changing the way organizations approach cyber risk.
XM Cyber transforms exposure management by demonstrating how attackers leverage and combine misconfigurations,

“ M C be r vulnerabilities, identity exposures, and more, across AWS, Azure, GCP and on-prem environments to compromise critical
y assets. With XM Cyber, you can see all the ways attackers might go, and all the best ways to stop them, pinpointing

where to remediate exposures with a fraction of the effort. Founded by top executives from the Israeli cyber intelligence
community, XM Cyber has offices in North America, Europe, Asia Pacific and Israel.




